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The COVID-19 pandemic illustrated the longstanding principle that communicable diseases do not stop
at jurisdictional boundaries. The pandemic further revealed a growing need for Tribal, federal, state,
and local governments to share public health data in responding to emergencies, including
communicable disease outbreaks. All jurisdictions, in fulfilling their governmental duties to respond to
a public health emergency, need access to public health data, including data from neighboring
jurisdictions. Longtime Tribal public health leader and Chairwoman for the Upper Skagit Tribe, Marilyn
Scott, has urged federal and state jurisdictions to understand that “Tribes having direct access to their
own data is critical for Tribal governments to make decisions for the protection of our citizens within
our jurisdictions.”

Despite the urgent need, many governments currently lack written data sharing agreements with Tribal
jurisdictions. Lack of such agreements can result in an inadequate, delayed, or failed response to a
communicable disease outbreak. In preparing for the next public health emergency, Tribal, federal,
state, and local jurisdictions should have a general understanding of the legal principles for exchanging
public health data between jurisdictions. This legal overview is intended to address frequently asked
questions regarding public health data exchange between Tribal, federal, state, and local jurisdictions
and provide resources including recommended practices for drafting Tribal data sharing agreements.

FREQUENTLY ASKED QUESTIONS

1. Can Tribal jurisdictions exercise public health powers similar to state and federal governments?

Yes. Tribal governments are public health jurisdictions with inherent legal authorities and powers
equal to or greater than state and local governments. Federal, Tribal, and state governments are the
three types of sovereigns in the United States.! As one of the three sovereigns, Tribal governments
possess the legal authority to protect the health and welfare of their citizens. In contrast to a local
government that derives certain powers to enact regulations from a state, a Tribe’s power is
inherent, and the Tribe needs no authority from the federal government to exercise their public
health powers.? A Tribal jurisdiction’s power to govern their people predates the formation of the
United States and is recognized and protected under federal law.® Such powers may not be divested
nor diminished by a state government nor any other party, and no federal law has divested Tribes of
their public health powers. 4

Tribal jurisdictions possess a wide range of governmental public health powers including the
following functions:
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declaring public health emergencies;>

ordering mandatory isolation and quarantine;®

closing businesses and off-reservation borders to protect Tribal citizens;’

establishing priority groups and service populations for dispensing vaccines;®

performing case and contact investigations;®

conducting data surveillance (including, but not limited to, employing epidemiologists);°
and

g. protecting the use of their nation’s public health data by outside entities.?
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2. Can state and local jurisdictions exercise public health powers on Tribal land?

Generally speaking, under federal law, state and local jurisdictions do not have authority to respond
to a public health emergency on Tribal land.*? This legal reality means the Tribal government will
most often be the only jurisdiction with authority to respond and prevent further disease outbreak
from spreading to neighboring jurisdictions. For this reason, it is critical that state and local
jurisdictions support Tribal access to public health data so that Tribal governments may fulfill their
governmental duties in responding to public health emergencies on Tribal land.

3. Do Tribal jurisdictions have the authority to exchange public health data with federal, state, and
local jurisdictions?

Yes. Tribal nations possess the inherent power to exchange public health data with federal, state,
and local jurisdictions. This power is derived from a Tribe’s inherent sovereign power to exercise
public health powers.!3

4. Can federal, state, and local jurisdictions share public health data with Tribal jurisdictions,
including data regarding non-Tribal members?

Yes. Under 45 C.F.R. § 164.512(b)(1)(i), covered entities can “disclose protected health information,
without authorization, to public health authorities who are legally authorized to receive such reports
for the purpose of preventing or controlling disease, injury, or disability.” (emphasis added). The
federal definition of public health authorities includes Tribal governments:

Public Health Authority means an agency or authority of the United States, a State,
a territory, a political subdivision of a State or territory, or an Indian tribe, or a
person or entity acting under a grant of authority from or contract with such public
agency, including the employees or agents of such public agency or its contractors
or persons or entities to whom it has granted authority, that is responsible for
public health matters as part of its official mandate.*

Tribal nations possess the inherent sovereign authority to regulate non-Tribal member Indians’
activities on Tribal land.® In addition, 45 C.F.R. § 164.512(b)(1) does not limit a public health
authority’s access to data based on whether the protected health information is in regard to a Tribal
member or a non-Tribal member. To do so would be inconsistent with the spirit and intent of the
regulation to permit data exchange to further public health purposes. For many years, federal, state,
and local jurisdictions have received data regarding Tribal members residing within local
jurisdictions without question. Tribal jurisdictions should be afforded the same access. Federal,
state, and local jurisdictions should, consistent with federal law, share public health data regarding
residents residing on Tribal land with Tribal governments regardless of whether the data concerns a

American Indian Health Commission 2

*LEGAL DISCLAIMER: The information presented in this guidance is not legal advice, is not to be acted on as such, may not be current and is
subject to change without notice. You should consult with your own attorneys when developing programs and policies.



non-Tribal member or a Tribal member.

5. What are some common assumptions about exchanging public health data with Tribal
jurisdictions?

Tribes have reported to the American Indian Health Commission that other jurisdictions fail to
provide access to public health data based on assumptions that Tribes lack capacity and/or
capability to perform public health functions. Federal, state, and local jurisdictions must refrain from
withholding public health data from Tribal jurisdictions based on these assumptions which reflect
continued structural racism and discrimination. If a Tribe chooses, they may enter into agreements
with another governmental or non-governmental entity to perform requested public health
functions. Regardless of whether a Tribe performs their public health powers directly or through
agreement, federal, state, and local jurisdictions should provide Tribal jurisdictions equitable access
to data.

6. What are the impacts of withholding and/or limiting a Tribal jurisdiction’s access to public health
data?

Impeding a Tribal health jurisdiction’s access to public health data can have serious consequences.
As stated above, when a communicable disease outbreak occurs on Tribal land, a Tribal government
will, more often than not, be the only jurisdiction with the legal authority to exercise public health
powers such as mandating isolation and quarantine, mandating masking, and closing borders and
business. If a serious disease outbreak occurs on Tribal land, and the Tribal government does not
receive the information in a timely manner, that outbreak could spread more broadly into
neighboring jurisdictions.

In addition, failure to share data can result in increased administrative burden to both Tribal and
local jurisdictions.® For example, during the pandemic, a large Tribal jurisdiction reported to the
American Indian Health Commission that it could not get read/write access to a state’s disease
reporting surveillance system. As a result, the Tribal public health staff was forced to write on paper
and fax the information to a county health department who would then enter the information into
the state system. This increased administrative burden to public health staff results in reduction of
critical health services.
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7. How can a state identify which communicable disease cases to share with a Tribal jurisdiction?

A state should use similar methods for sharing communicable disease cases with Tribal jurisdictions
that they do with local jurisdictions. For example, if a state shares communicable disease data with
local jurisdictions according to the zip code where the person resides, the state should also share
data with Tribal jurisdictions according to the zip code where the person resides when that zip code
has Tribal land within it. In addition, if a state shares statewide data with local health jurisdictions,
the state should provide Tribal jurisdictions with the same access.

There is no reason to treat a Tribal jurisdiction differently by providing them with less access to data
than local jurisdictions. Tribes are an integral part of a state’s public health system. Failure to
provide important disease information can slow public health response and increase the spread of
disease to a population that is high risk as well to neighboring jurisdictions. Tribal, federal, state, and
local health jurisdictions should be first in line for data about their citizens. Just like local health
jurisdictions, Tribes have a responsibility to provide for the health and safety of citizens within their
jurisdictions.

8. What are Tribal data sharing agreements?
A Tribal data sharing agreement is an agreement between a Tribal jurisdiction and a federal, state,
or local jurisdiction that provides the requirements for (1) collecting, managing, using, disclosing,
and safeguarding Tribal and American Indian and Alaska Native information and data; and (2)
providing Tribal jurisdictions equitable access to public health data. These types of agreements can
leverage public health resources through the sharing of public health data across multiple
jurisdictions.

9. What are key provisions in Tribal data sharing agreements?

A Tribal data sharing agreement should align with the legal principles of Tribal data sovereignty and
include the following components:

a. Recognition of Tribal Ownership in Data about Their Tribe and Their People. Tribes retain
an ownership interest in data, even when the Tribe’s data are located in a state, federal or
other dataset. This interest remains when the Tribe’s data are aggregated with other data.’

b. Requirements for the Federal, State, and Local Jurisdictions to Protect Tribal and Al/AN
Data. Only a Tribe has the sovereign authority to determine how their data may or may not
be used, including, but not limited to, how it is shared with third parties.*®

c. Equitable Access to Al/AN Data to Perform Their Governmental Duties. Without access to
public health data, Tribal jurisdictions are severely limited in exercising their public health
powers to protect the health and welfare of citizens residing on Tribal lands.*®

d. Requirements for Tribal Decision-Making/Input on Federal, State, and Local Jurisdiction
Use of Tribal and AI/AN Data. “When a jurisdiction reports on or about American Indian or
Alaska native peoples, it should meaningfully partner and consult with Tribal leaders on
the analysis and interpretation of the data.”?°

American Indian Health Commission 4

*LEGAL DISCLAIMER: The information presented in this guidance is not legal advice, is not to be acted on as such, may not be current and is
subject to change without notice. You should consult with your own attorneys when developing programs and policies.



10. What is cross-jurisdictional public health surveillance coordination?

Cross-jurisdictional collaboration is the ability of governments to work across traditional boundaries
to prepare for, respond, and mitigate a public health emergency. Cross-jurisdictional collaboration is
about (1) increasing a government’s capacity to respond to a public health emergency; (2) reducing
the cost of public health response; (3) preserving and improving local decision making and public
health response to community members; and (4) improving the overall effectiveness and efficiency
of public health response.

Public health issues and emergencies know no boundaries. The time to coordinate with a Tribal
government is not during the emergencyj; it is before. In the area of public health surveillance,
Tribal, federal, state, and local jurisdictions should coordinate efforts in sharing public health data to
strengthen communicable disease response. When neighboring jurisdictions have equal access to
data, governments can respond more efficiently and effectively to disease outbreaks. Activities that
strengthen cross-jurisdictional public health surveillance include conducting regional hotwashes and
tabletop exercises and developing and executing Tribal data sharing agreements.
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